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Our Training Philosophy 
 

Information Security in a Cyber World  
Cybercrime and cyber terrorism are a growing threat to organizations of any kind. Sophisticated hackers are using a 
variety of technologies and modes of operation. 

Cyber threats include: 

 Stealing funds and data from the organization 

 Selling proprietary data to competitors or other criminals 

 Stealing identities of customers, employees or users 

 Committing fraud and large-scale attacks 

Despite these serious threats, the level of awareness among employees in numerous organizations is low and IT 
departments lack dedicated training and a security knowledgebase. Professional training is therefore necessary to 
protect the organization’s assets and resources and guarantee its business continuity. 

Learning by Doing 
MER is offering a unique training program to help organizations reinforce their security posture and make sure all 
employees are aware of the risks and security measures that are required in their roles. 

The training programs are based on vast experience in cyber security and skill transfer, and tailored for the specific 
needs of each organization. They include the following components: 

 Developing a specialized training program for the organization 

 Lectures and lessons for transferring professional knowledge 

 Simulation of cyber-attack for gaining hands-on experience 

 Scheduled awareness campaigns 

 Periodical simulations and updates to maintain a high level of knowledge 

Types and Means of Trainings 
MER offers different types of training option. A course given can comprise of each one of them or a combination of 2 or 
more training types to provide the best and most adequate solution to the customer's needs. 

1. "Train the Students" – a classical course given on premise, at the customer's location, with an average of a 
trainer per 20 students, depending on the course type.  

2. "Train the Trainers" – a course given usually as a sequel to a "Train the Students" course, and is aimed to train 
the graduates to become a trainers of that same training. Given on premise, a trainer per 20 students in 
average. 

3. Online Training – some of the trainings can be offered as an online course. That could stand by its own or be a 
supplementary to a frontal course. 

4. Simulator – A training system aimed to serve as a practice arena for trainees who want to gain additional hands-
on experience in cyber security. It allows trainees to gain true insight into cyber defense by facing real attack 
scenarios, and allows modularity and building new scenarios by the customer. 

http://www.mer-group.com/
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Training Offerings 
This is a brief description of our cyber trainings. According to the organization's needs and level, courses are tailor made 
to give the most adequate training solution. 

 

Cyber & Hacking basics 
In this course trainees learn about various topics of cyber, from the world of hacking and phishing to cyber-attacks 
against computer networks and websites. Trainees will become familiar with common industry terms and security tools 
used by attackers as well as protection defense methods and technology used by security experts. 

Cyber & Hacking advanced course  
The advance course extends the knowledge of the participants beyond basic cyber concepts into the modern techniques 
employed by real-world cyber attackers. Trainees will gain hands-on experience with various popular tools and methods 
– from user tracking through the web, Android attacks, and hashing in OS authentication and elsewhere. They will also 
learn key elements in penetration testing. 

Threat Intelligence Course   
Organizations are facing security challenges like never before while attackers are innovating much faster than defenders. 
Malefactors are becoming more sophisticated, using underground channels to cooperate and sell their services in a 
thriving black market economy. They recruit disgruntled employees or blackmail them, sell zero day exploits, trade in 
stolen databases and more.  

Adequate investigation of these underground activities requires both technological sophistication and human 
intelligence and experience.  MER Threat Intelligence course was developed to help organizations take a pro-active 
approach and transition from reaction to breaches as they happen, into pre-empting attacks, identification of attackers 
and clarify their motivations, intentions and capabilities at an early stage. 

Cyber Awareness 
An end-to-end security awareness solution from design and planning to the implementation of a wide range of activities 
that will ensure a high level of information security awareness throughout the organization. 

The security awareness program includes a technological platform that automatically manages the awareness cycle, 
identifies vulnerable positions and provides interactive training on the spot to remediates them. This combination of 
technology and organization-specific program establishes an elevated security awareness baseline for the organization. 

Management Seminar & Training  
Advanced programs exclusively designed to move beyond basic awareness and give senior and mid-level managers the 
ability to understand the importance of cyber security, as well as to learn tools to address the complexity of business 
operations in a cyber-threatened world. 

The course includes simulations of cyber-attacks, their consequences and common decision-making dilemmas. Both 
seminars and practical training are based on recent case studies. They further include discussions of current challenges 
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faced by the management, helping trainees to understand how to protect, defend & respond to possible cyber-attacks, 
while minimizing their impact on the organization’s reputation and business continuity.  

 

Active Cyber Defense 
An introduction to cyber security, focusing on defense. Trainees will learn about current threats and attack vectors and 
how to establish a methodology to counter such attacks through detection, containment, isolation, purification, 
investigation and exploitation of vulnerabilities. 

The program also introduces existing research tools and security products and their implementation as a part of defense 
process.  

Trainees will practice real-life handling of basic and medium size incidents, drills, and various cyber scenarios. 

Incident Response (Finance) 
The finance sector is a lucrative target for cyber-criminals. The course was designed to gives trainees knowledge & 
competence in detection and reaction to the cyber threats typical for the financial sector. It allows finance sector 
employees to experience the role, tactics and strategy of attackers and understand their mind-set. It also covers the 
incident response process which includes classification of events, security analysis, communication & delegation within 
the team or to other teams/ 3rd parties. 

Cyber Forensics  
A comprehensive course which provides trainees with a thorough knowledge in cyber investigations, ability to inspect 
events (forensics) and high skills in data recovery, reverse engineering, preservation of evidence, real time and ex-post 
facto investigation. Trainees will also learn to write investigation reports and become familiar with legal aspects and 
relevant investigation authorities. 

Industrial Control System (ICS) Incident Response 
Detection and reaction to cyber threats typical for SCADA systems. Trainees will learn about attackers’ behavior and 
mind-set, as well as the appropriate posture and skills to mitigate the attacks using modern security technology and 
tools.  Social engineering methods and elements as well as physical intrusion are also covered in the training. 

The program also addresses mitigating attacks in real-time using technical, procedural and communication tools, 
decreasing possible financial loss and protecting reputation, and increasing the level of cooperation and synergy 
between the security team and the rest of the company.  

Cyber Secure Development 
An overview of the latest security risks in web applications, their possible ramifications, and how to avoid them. Trainees 
will learn how implement secured Java code. 

SCADA 
Provides the audience with knowledge and set of skills needed to defend national critical infrastructure. The purpose of 
the course is to prepare the security professionals to be able to recognize the SCADA cyber event, have knowledge how 
to defend the industrial control systems and keep the operational environment safe, and finally enhance security team's 
expertise of incident response procedures.     

http://www.mer-group.com/
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Web Intelligence (WEBINT) foundations 
This introductory course aims to acquaint trainees with a range of tools to correctly assess the outputs (qualitative and 
quantitative) that can be derived from open intelligence as well as the inputs that must be invested in order to produce 
the required information from an open intelligence system. 
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The cyber simulator was developed on the philosophy that true learning requires real experience. It allows trainees to 
gain true insight into cyber defense by facing real attack scenarios.  

In most production networks, the IT and security specialists in charge of cyber defense do not encounter modern cyber-
attacks on a daily basis – and when they do, these attacks are limited to their field of expertise (Windows / Network / 
Linux / etc.). Using the Simulator, trainees can learn the effects of cyber-attacks on all aspects of the organization and 
gain crucial knowledge on the system-wide implications which will be extremely valuable when real attacks occur in 
their networks.  

Simulation Built on Real Network Traffic  
To make simulations as life-like as possible, the simulator simulates traffic and breaking points within the environment 
of the specific organization. Trainees are thus asked to handle a situation where thousands of end-users are accessing 
their organization’s services, effecting performance, filling logs and creating false positives. Training on high traffic levels 
will prepare trainees to use their best tools and knowledge to identify attackers even in the busiest times. 

Simulator Architecture  
The simulator is comprised of the following functional areas:  

White Team area – a friendly GUI application that allows trainers to manage the course and operate the course 
scenarios.  

Blue Team area –a flexible environment that serves the trainees with a useful Cyber Defense experience.  

Red Team –a set of hacking tools and a repository of attack scenarios which course trainers or trainees working on 
offense can use to inject attacks into the Blue Team environment.  

Main Features 
Based on the Real Network – the simulator utilizes real 
applications, network components and security 
elements that are the building blocks of a common (or 
customized) IT environment, implemented mostly on 
virtual machines.  

Network Traffic generator – A robust traffic generator 
serves to enrich the training experience while 
monitoring trainee’s environment.  

Infrastructure – A flexible and versatile architecture 
designed for creating different and customize 
environments.  

Back Office tools - A set of tools to support the course 
development and the operations of the team.  

http://www.mer-group.com/
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Real-Time Training  
 An activity can be launched for all environments or in a specific trainee's environment. 

 Trainers can launch all activities concurrently or deploy each activity on demand.  

 The trainer can edit any given Activity within a Scenario for adjustment before launching it. 

 The trainer can revert a course to prepare the class for a new trainee group or in case of a system malfunction 
using the Course Revert button. 

 The system can record each trainee’s screen and additionally keeps a key-stroke log for all trainee actions.  

 Mission Clock - a digital clock displays the remaining time for the current Scenario for each trainee.  

Training Investigation  
 Display final scores and trainee assessments.  

 Go over general notes and lessons learned.  

 Watch screen captures of selected trainees, fast forward to significant events (using keystroke capture) and 
recreate the course achievements for the entire classroom.  

 Implement syllabus and training environment improvements and fixes.   
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For those who Need to Know 
Contemporary security threats are constantly shifting. Terrorists and criminals establish new groups and coordinate 
their attacks globally, while technological advances allow them to communicate secretly and hide their operations. 
Intelligence organizations must establish a process of constant learning and improvement to make sure they use the 
latest and most effective working procedures and operational concepts. 

MER Groups boasts a team of intelligence experts from a wide range of security forces that have worked with some of 
the world’s most dangerous and sophisticated organizations. Our training team uses advanced training techniques and 
up-to-date teaching materials to deliver the most effective training in each subject and for each particular audience. 

Basic Intelligence for National Intelligence agencies  
A review of intelligence basics for national intelligence officers. The course covers prioritizing crimes, analyzing crime 
statistics, socio-economic analysis of high crime areas and origins, analyzing criminals modus operandi, defining sites 
that require heightened surveillance and frequency of the crime in those sites, locating and recruiting human sources, 
collecting background intelligence, international and local crime organizations, reporting, and need to know basis 
confidentiality policy. 

Analysts 
The course is designed for trainees who graduated from the basic intelligence course demonstrated their ability to work 
as analysts. The course is intended for members of the intelligence desk. 

The program provides trainees with the ability to evaluate information received from various sources: HUMINT, SIGINT 
(land and mobile lines and satellites channels), WEBINT (emails), military VISINT, and OSINT, to integrate and cross-
check intelligence with other existing information, to pinpoint missing information to generate new data collections and 
support field operations.  

Image Analysis (IMINT) 
CCTV and video surveillance provide a powerful means of 
crime prevention, an effective investigation tool and support 
for other security and intelligence systems. IMINT Training 
(IMage INTelligence) allows trainees to harness this great 
power to deliver real-world security benefits through 
proactive security concepts and intelligence. 

IMINT equips control intelligence officers with knowledge, 
techniques, operational tools, protocols and procedures 
based on MER’s rich experience in intelligence and security 
operations all over the world.  

Web Intelligence (WEBINT) Foundations  
This introductory course aims to acquaint trainees with a range of tools to correctly assess the outputs (qualitative and 
quantitative) that can be derived from open intelligence as well as the inputs that must be invested in order to produce 
the required information from an open intelligence system. 
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Human Sources (HUMINT) Handling 
This course covers a range of subject in basic and advanced use of informers, including recruitment, definitions of tasks 
and missions, collecting information from sources, interrogating sources, protecting sources and their families, using 
state-of-the-art technologies, different type of human sources, privacy policy and discretion, communication, media, 
meetings, covert surveillance, freezing a source, and terminating use of sources. 

The Art of Interrogation 
This course is designed for trainees who graduated from the basic intelligence course and demonstrated ability to work 
as interrogators. The course trains them to become interrogators, giving them a full set of tools for their work.  

Training subjects include preliminary research and planning the interrogation, confrontations, witness interrogations, 
different types of research, forensic evidence, psychological aspects and pressures, body language, personality types, 
legal aspects and powers of the investigative body, use of polygraph and other means of lie detection. 

Covert Surveillance 
Comprehensive course for agents working under cover. Training includes different surveillance positions and their 
required characteristics, , characteristics required of the person making the surveillance, forms and observation 
equipment, surveillance training on foot, monitoring walk team, vehicle trailing and tracking, monitoring tactics, covert 
photography, penetration for covert surveillance and eavesdropping. 
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