Protect Your System Against
the Most Recently-Detected Threats
Your ability to detect cyber-threats is only as good as your
threat intelligence
You can’t protect yourself against threats you’re not aware of. And with
new malware and other cyber-threats constantly developed and detected,
the only way to assure proper protection is to maintain awareness to the
latest-discovered threats.
To this end, Radiﬂow has teamed up with the MER Group Cyber &
Intelligence Unit to keep its ICS monitoring solutions continuously
up-to-date with the most comprehensive data-set of newly-detected
threats, derived from contextual analysis of both open sources and the
DarkNet, including:
 Actors: contextual information on adversaries, e.g. organized crime
and hacktivists, along with their motivations and intents
 Intelligence about signiﬁcant threats and attacks
 Published vulnerabilities and exposures
 List of malicious indicators for blacklisting
 Actionable advice on mitigating the threats
New threat information is delivered at a speed
and format that enables users to take a
pro-active approach and transition
from reaction to breaches as they
happen, into pre-empting
attacks.
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 Network visibility: highlight new entities based on
passive-scan self-learning of the SCADA network

 Tailor-made threat intelligence: customized to
the speciﬁc needs of the customer

 Policy monitor: unique DPI ﬁrewall rules on every
link; dynamic ﬁrewall rules during speciﬁc times

 Beyond raw data: rich contextual information
analyzed by security and intelligence specialists.

 Anomaly detection: detection of abnormal
activity in comparison with the normal baseline

 Vast experience in cyber warfare & intelligence

 Maintenance management: centralized planning
and auditing of remote sitemaintenance sessions

 Signiﬁcant ROI: providing accurate, contextual
intelligence on real threats to the organization,
allowing optimal utilization of security resources

 Signature-based detection of known attacks, PLC
vulnerabilities and known protocol vulnerabilities

 Actionable advice: prioritized reports and
actionable mitigation recommendations
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